A Human-centered ‘I heory of AI Safety

Michael Trestman, PhD
Latent Holdings

Working draft

ABSTRACT

Knowing whether an Al service is safe is a challenging theoretical problem. This paper
uses the machinery of Active Inference Theory (AIT) to build a theory of product safety
for Al centered on the user. It delivers two results: first, I prove that any static safety
classifier misorders harm for some member of a diverse population, with the leakage
bounded below by the population’s dispersion; second, I formally characterize a mathe-
matical object, the safety concern, as the minimal adequate unit of analysis for overcoming
this problem. This work is intended to support the design of an ideal epistemic engine for Al
safety, capable of efficiently approaching the limits of accuracy and completeness for a

safety-knowledge problem, limited in a predictable way by the resources spent.
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I WHAT IS A SAFE TOOL OR SERVICE?

What does it mean, generally, for a tool or service to be safe?

Generally, to be safe enough to be useful (which is what people generally mean by “safe”),
the expected rewards of use have to outweigh the risks.

A weapon 1s a kind of tool that is meant to cause harm to an intended victim, while
avoiding or precluding harm to the user. We shall leave aside this special case, limiting the
generality of this study to tools not designed to cause harm. Most tools however, are designed
to limit the likelihood of their causing accidental harm, although what this means in practice
varies tremendously. Some tools by their nature aren’t very dangerous, such as a measuring
cup or a thesaurus. Other tools perform functions that require them to be incidentally dan-
gerous, such as scissors, shovels, and lasers, which by their nature can easily damage fragile
human flesh by accident during a malfunction. This class of tools can neither be rendered
entirely safe without being rendered entirely useless, nor used effectively without some risk
of injury.

This tradeoff is usually managed by designing of a range of versions of the tool that
balance safety and power. Children start with small, dull scissors and shovels, while adults
have access to a range of both tool-types that balance the ability to apply maximum power
against the ability to function precisely and safely. Nobody uses garden shears to trim their
nose-hairs, or a hand trowel to dig up the foundation of a building. Lasers are even more
specialized, with only the most power-limited applications such as pointers and range-finders
being widely available.

For a particular type of scissor, shovel, or laser, what does it mean to be safe? A garden
shears does not need to be safe to use as a nose-hair trimmer, nor vice versa. A garden shears
needs to be safe to cut sticks and vines outside in a garden, and a nose-hair trimmer to deftly
snip the hairs and not the nose, as someone bends close to a mirror.

Artificial intelligence, like shovels, scissors, and lasers, 1s powerful and has the potential
to harm in virtue of the very power that makes it useful. If it can enable beneficial actions,
it can enable harmful or self-harmful actions. If it can educate, entertain, or assist in work,
planning, or decision-making it has the potential to addict anyone who has goals. This po-
tential cannot be eliminated, and nor should the aim of mitigating it render the tools useless.
If a tool cannot be used safely enough to justify its production, its development should be
terminated in favor of more promising alternatives.

For most tool-types, and very much with artificial intelligence, a variety of products will
be required to optimize the tradeoffs of power and safety. Individual users will differ in their
stable profiles of needs, skills, and vulnerabilities, and a single user may have different salient
needs, skills and vulnerabilities in different situations (use cases). As a result, the concept of

safety should take this user and context sensitivity into account. When safety standards such



as those used in industry are written, and tools are evaluated as relatively safe or unsafe, a
concept of the intended users and use cases must be at play, either explicitly or implicitly.
One of the primary goals of the current study is to develop a formal concept of safety that
will allow for improved methods of updating safety standards, at a limit, what I call the ideal
epistemic engine for safety.

Each product must be held to testing standards appropriate to the intended usage, 1.e. the
range of users and the ways of use that are to be supported. The scope of this support should
be made clear to users, as should be the correct manner of use. In cases where malicious
or accidental misuse 1s a real danger, training and certification should be required to gate

access to tools.

IT SAFETY FOR THE SENTIENT: AMODEL OF THE MIND

I am safe in my kitchen, even surrounded by knives and stove burners, which could easily
injure me. I'm safe because I am disposed to use them correctly. They actually make me safer,
since they save me from hunger. A different person might be less safe in my kitchen. That
safety depends on me as much as the kitchen. Someone with a movement disorder might be
at risk of injury, and a time-traveller from 5000 years ago would have no idea how to access
or recognize packaged food, or use any of the cooking implements.

And again, safety depends on what I am trying to do: holding a large knife 1s safe when
I am carefully cutting carrots, but unsafe when I am walking three dogs on a leash. And the
safest knife to carve a squash is not the safest to peel an apple, nor vice versa.

Whether a course of action is a safe choice for me depends on my skills and knowledge as
a person as well as my particular goals and needs at the time. Therefore, to properly model
safety, we’ll need to model how a person’s goals, needs, skills, and knowledge compose their
momentary experience of choice.

Consciousness has the fundamental structure of a stream of changing sensations, some
of which feel good and some of which feel bad, and in every moment we are engaged simul-
taneously with wnterpreting these sensations in terms of what is happening in the world and
predicting, what is about to happen, how that may depend on what one does in the moment.

As conscious beings, we internalize each momentary experience, adding it as a new layer
of our subjective past and projecting ourselves into the future with purpose, towards certain
outcomes and away from others, based on our preferences and anticipated responses: how
we think some possible outcome would make us feel informs how we feel about it now and
how hard we try to seek or prevent it. Our sense of the dynamic moment, what we are doing
and what is happening around us, adapts continuously as it presses forward, like a fish in a

stream that both follows the current and steers against it to reach its preferred niche. One’s



individuality or se/f manifests as the ways in which one’s consciousness responds moment to
moment to what arises, in relation to one’s understanding of the world and desired relation
to it.

To capture this mathematically, let’s call O the set of all possible experiences that any
sentient being could have, such that at any point in time, any possible sentient being is in
some 0 € O, and every conscious life is some trajectory through that space. The state o
includes everything the being experiences in a moment, including sensations, perceptions,
thoughts and feelings, hopes, memories, etc., insofar as they are actually experienced in a
moment.

How does the latent state (1.e. the hidden, internal truth) about a conscious creature struc-
ture their moment to moment experience? One’s thoughts, feelings, needs and desires, inten-
tions, distractions, points of focus, etc., all matter for what one notices in the current scene,
and how one reacts, and the two sides, internal and external, are in a continual process of
mutual influence.

Mathematically, we can describe a conscious creature with a generative model that re-
turns a subjective response (how to feel and how to respond) to any momentary experience
o:

(Pwy Aw) (1)
Where:

— pw : O — [0, 1] is w’s subjective probability distribution, assigning a probability value
(0 to 1) to outcome o in the set O of all possible outcomes such that probabilities sum
to 1: ) copuw(o) =1

— A 1 O = Ry is the hedonic divergence weight or attachment value of o for w; i.e. how much

being surprised in this way matters affectively

Valence, also known as affect or hedonia 1s the experienced goodness/badness value of an
experience. Here, we model the affective feel of subject w’s experience o as its hedonic diergence

hy(0), how far o diverges from what would be w’s subjectively ideal experience.

hw(0) = Au(o) % [=Inpy(o)] (2)
—— —_——
how much I care  how far from expected

This way of modeling experience'

may be counterintuitive if one is accustomed to think-
ing of beliefs” and “desires” as fundamentally different mental states, but there are distinct

advantages. Here we combine the expectations implicit in belief and desire (or goal-directedness)

'my approach is inspired by Karl Friston’s Active Inference Theory, see Appendix A for an in depth com-

parison



together under a subjective probability function. Belief-like and goal-like are both expectations,
differing in the level of attachment one has to them. Beliefs are expectations we are less attached
to, and can easily revise without a fuss, whereas goals are expectations we are inclined to work
lowards by changing the state of the world, rather than give up.

Because on this formulation expectation ranges over the entire sensorimotor field, an
agent’s plans just are their conditionalized predictions about what actions they’ll take in var-
ious circumstances. The generative model representation of the agent allows us to follow an
agent’s reasoning into their subjective future and understand how they make decisions based
on trying to approach their conception of the good (their ideal subjective state, represented
by minimal h,,(0)).

Momentary choices about the future

One of the most distinctive and fundamental properties of consciousness is its lemporal
depth (Trestman 2013, Ginsburg and Jablonka 2019, Husserl). Experience streams from one
moment to the next, and we have a sense of possible events flowing towards us from different
"directions’ in the future, which we can approach or avoid with our actions, allowing some to
pass into actuality and then accumulate into the comet’s tail’ of the subjective past, narrow
and singular compared to the open branching structure of the future. Every moment is a
decision about how to collapse the open future into the singular impression that will be
carried into the past; it is made on the basis of subjective history of life, and it is a kind of
looking forward at possible segments of life.

Every conscious life or part of a conscious life is described by some trajectory 7, a fi-
nite path through the space O of possible experiences, with 7 being the space of all such
trajectories. Conscious agency is the process of steering through this space by trying to max-
imally satisfy one’s goals and preferences, 1.e. to minimize the hedonic divergence from this
hypothetical ideal, over the space of foreseeable possible futures.

A trajectory 7 has some number |7| of turns.

At each turn t there is an experienced outcome o; and a history /y, the path so far.

Pw(0¢ | hy) is the momentary distribution restricted to the moments whose retained past
extends h;, renormalized.

Aw(0¢ | hy) is the weight as it stands when the moment arrives.

The hedonic divergence of a turn is the weighted surprise of its outcome given its history,
and the hedonic divergence of a whole trajectory is the discounted sum of those, with time-

wise discount factor § € (0, 1] defining the depth of the effective horizon:

7]

Hy(m) = > 6" hulor | hy). 3)

t=1



We can then represent the tendency of an agent w to seek what is good and true for them
as choosing the course of action 7, designed to minimize expected, cumulative hedonic

divergence over the forward horizon.

Ty = h—argmin ETNW[HUJ(T)}, (4)

with this expectation running over the continuations a candidate policy makes likely, and
the horizon being protention’s reach, the forward edge of the present moment.

I use h-argmin’ (for heuristic argmin) to symbolize the agent w’s best ¢ffort to choose the
course of action that minimizes expected hedonic divergence, given that it is impossible for
any actual agent in the real world to perfectly arg min the choice; arg min is an ideal limit
for rational agency on this view, and conscious living creatures approximate it in virtue of
their having been shaped by the biological optimizing forces of evolution and ontogeny (in-
cluding learning). Real creatures attentively consider some small number of possible courses
of action, modulating the depth and breadth of their search to choose what to do based on
the anticipated consequences (see Figure 1).

The structures of the world and self

It is a conscious agent’s self-knowledge that unlocks the ability to project itself into the
future, 1.e. consciousness having the form of a generative model 1s what underlies the pos-
sibility of agency, by allowing the agent to anticipate how they would respond in possible
future situations.

Let m,, denote w’s latent state producing (., Aw ), and write 7w[m] for the policy a config-
uration m induces.

As noted earlier, this latent state 1s meant to capture the agent’s individual self or personal
essence 1in its entirety: the agent’s background knowledge state about the world and itself,
its own drives, needs and capacities, as well as the attachments, goals, desires, preferences,
aversions, etc., that comprise its motivational state, and its state of concrete sensorimotor
(and cognitive) expectations and intentions to move or do or even think.

An agent changes the world by changing themself] 1.e. by updating their internal state,
preparing to act, and affecting the world by first moving the body. So a choice of policy (4)

is actually a choice of how to evolve as an individual:

w
t+1 .
mi™ = h-argmin E, oy | Hu(7) ], (5)
m €Uy (mi,, or)
where U,,(m, 0) is the set of successor configurations of w’s state m, reachable from m
upon experiencing o: which expectations can be revised and by how much, which commit-

ments can be taken up or dropped, at what cost. U, encapsulates the idiosyncratic, emergent
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Figure 1: Above, the branching future: the bold path is trajectory A, the path the policy ,, of
(4) selects; the dashed path is trajectory B; thin branches with dotted stubs are foreseen but
untraced alternatives, and dot area tracks the hedonic divergence hy,(0; | hy) of each turn.
Below, the same five turns unrolled: each stem is the hedonic divergence of a turn along the
named trajectory, and H,,(7) of (3) accumulates the stems.

transition dynamics of w’s latent state, embodied for a living creature in the concrete details
of its biological individuality.
The harm-minimizing policy m,, of (4) is in fact the disposition the latent state induces,

7 [m], carried forward through the sequence of momentary updates along a trajectory:

Tw = T[My| = h—argmin E:on[Ho(T)]. (6)

™

Consciousness 1s a process of expecting and choosing what happens next based on our
subjective past and our inner beliefs and desires. The generative model (py,, A,) that pro-
duces the subjective future must be based on the current experiential state o (which includes
the remembered past) and the latent state of informational and motivational entanglement
of the being with its world.

Our model of the latent state is a hierarchy of two or more levels?:

2A simple hierarchy of two levels is described here; see Appendix B for notes on generalizing to deeper



The lower level is a family A, of anticipations about regions of O, classes of outcomes the
agent holds probabilities about, grounded in a background sense of how outcomes run. The
upper level is a family D,, of doxastic, drive, and doing state variables representing w’s motiva-

tional and informational state of endogenous activity and entanglement with the world.

D level: Doxastic, drive, and doing states
— Afinite family D,, of states representing information, motiation, and action-preparation, written
d, each taking one of a countable set of values; in the simplest case a state holds or
does not.
— For each state d € D, a credence (Q,,(d) over its values, held with:
* error weight A\,(d=v) > 0: the gain carried by evidence that d stands at v, zero
where the agent is not attached;
* conviction av,(d): resistance to revision;

* volatility v,,(d): the rate at which observations bearing on d decay (are forgotten);

A level: Anticipation
— A background model g,, of the world that distributes probability over O without attach-
ment; this represents the agent’s general (non-context-specific) factual and skill knowl-
edge.
— A finite family Ay, of anticipations (combined beliefs/goals), each a region A C O, a class
of outcomes.
— For each anticipation A € A, a probability contribution g, (A), which scales the
derived probability of the outcomes falling under it, held with:
~ error weight \,(A): the affective gain on the anticipated event;
* conviction cv,,(A): the resistance to revision;

~ volatility 7y,,(A): the rate at which observations of A decay (are forgotten);

In the terms of (5), the latent state is the full configuration M., = (guw; Aw, Guws Aws Qs Yw; Duwy Qus - - -)s
and the feasible set {4, 1s what conviction and volatility delimit: o, prices revision, 7, sched-

ules forgetting, and the update rules of this section are its concrete contents.

Dynamics

Every moment of experience is received by consciousness depending on the latent state

of the subject, and their response, how they internalize the experience, 1s integrated into

hierarchies



their latent state, changing how they receive subsequent experiences. Evaluative response
(hedonic divergence weight) flows downward through the levels of the latent state to the expe-
riential surface, and information about the world flows upward from the experiential surface

to the latent state hierarchy that models it.

Hedonic divergence weight assignment

Fach joint assignment u of values to the states D, gives each anticipation A € A, a
prediction value 1,(A) € [0, 1], i.e. how strongly u predicts A.

Gu(A4) = Y Qu(u)ru(A). (7)
Similarly, u projects hedonic divergence weight to A € A,,:
AulA) = N(A) + D Qulu) Lu(A), ®)
where £, (A) > 0 is the weight the joint state u places on A:
L(A) = ) Aul(d=uq) ba(A), 9)
deDy

where by(A) € [0, 1] is the proportion of A’s weight due to d.

The joint state projects volatility(forgetting rate) downward in similar fashion. for A € A,
joint state u projects a rate 7, (A).

the volatility the agent holds is the credence-weighted blend:

'Vw(A) = ZQw(u) nu(A)v <1O>

where 1, (A) € [72,1] is the rate of change u holds for A, floored by base forgetting rate
Vo
The total derived hedonic divergence weight of a moment is the sum of the contributions

from each level:

Ao(0) = Aol0) + D XA + ) ) Au(d=0) e (d=v),  (11)

A :oviolates A d€Dy v

The momentary distribution is then the background, rescaled once for every expectation

an outcome falls under:

m@Z%%@HMM 12)

A>o

10



where f,,(A) > 01is the factor belonging to expectation A, the product runs over the ex-
pectations containing o, and Z,, is the normalizing constant, the standard partition function

of factor models, carrying no psychological content of its own:

Zw = > gw(0) [] ful4). (13)

I Ado

An agent’s subjective probability of an outcome is thus the background’s probability
of it, scaled once by each commitment it falls under. The factors are constrained by the
requirement that the outcomes under its expectation come to ¢,,(A), and since anticipations
overlap they are fixed together rather than one at a time (see Appendix C).

Where no anticipation applies at all, every product is empty, Z,, is one, and (12) collapses
t0 Pw(0) = guw(0). That completes the descent: D states generate the masses and the weights,
and the momentary distribution they shape 1s what (2) evaluates.

Learning and forgetting

I model the way the subject updates its informational state as closed form Bayesian learning,
conjugate Beta-Bernoulli updating with exponential forgetting, in scalar form for a single
event rather than the matrix form usual in the literature (see Appendix D). To hold a proba-
bility ¢,,(A) with conviction v, (A) is to hold a prior over the event’s rate whose strength is
vy (A) as-if moments, and each moment either instantiates the event or does not, so experi-
ence arrives as simple yes-or-no trials: an outcome is a trial for every expectation it bears on,
and the observations relevant to an expectation are the moments falling under the same use
case. Bayes’ rule then gives the blend exactly: after the event occurs m times in n relevant
observations, the revised probability is the old one and the observed rate weighted a,(A)

to n,

aw(A) qu(A) + m
ay(A)+n

q.,(4) = , (14)

where:

— The revised conviction is a,(A) + n.

— m and n are weighted counters: each observation o bearing on A enters with its hedo-
nic divergence weight A, (0), added to m when it confirms A and to n regardless, so a
heavily weighted observation both moves the held probability further and entrenches

it more.

m <— m+ \,(0) 1{o € 4], n < n+ Ay(0), (15)

Between observations, each anticipation A decays at its own volatility 7,,(A) (see Ap-

pendix D), so settled convictions are barely touched by the passage of time, in contrast
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to fleeting fancies and rapidly updating perceptual beliefs. The same quantity, hedo-
nic divergence weight, guides action selection and gives memory its memorability,

what is known as salience-gated learning (Pearce and Hall 1980).

Bayes’ rule serves again at the D level, with the trial’s evidential weight entering exactly as
in (14):

Q' (u) = aQw(;LLJ; p(u)

A trial of A is evidence about the joint state u of the D-level variables: when A occurs,

, (16)

each u takes the responsibility p(u), the posterior over the mixture’s components.

- Qu(u) ru(A)
) = S () e ()

If A fails to occur, the same expression is run with each r(A) replaced by 1 — r(A).

(17)

Here « is the strength of the joint credence, so that state u carries o (QQ,(u) as-if obser-
vations. A trial of A contributes ¢, (A) = >, Qu(u) ru(A) per (7).

and a linear likelihood makes the exact posterior a mixture, holding with probability
p(u) the prior with the whole trial credited to u; the mixture’s mean is (16), which is (14)
verbatim, one level up, the responsibility as the fractional occurrence and the trial as one
observation.

The per-variable rule is the margin of (16). Summing over the joint states in which d takes
the value v collects ) .. _, p(u), so each variable revises by (14) at its own conviction av, (d),
with the trial entering as a fractional count: the m credited to a value is the total responsibility
of the joint states in which the variable takes it, n 1s the trial itself, and both are scaled
by the observation’s evidential weight, in the sense the next subsection gives that phrase.
Between observations the count decays at 7,,(d). The held probabilities therefore track the
exact Bayesian posterior mean; what the per-variable bookkeeping discards is the posterior
coupling among joint states, the factored credence whose residue Appendix B tracks.

Because volatility descends from the joint states (10), contradiction raises it. A surprising
trial shifts responsibility toward the joint states that hold the matter in flux, since their flatter
predictions fare better under anomaly, and the derived ~,,(A) rises with their credence, dis-
counting the past exactly where the world has just shown itself changeable. Surprise loosens
the grip of what came before as a consequence of the descent rather than by a rule of its

own (cf. hierarchical volatility estimation, Mathys, Daunizeau, Friston and Stephan 2011).
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III SAFE SERVICES FOR THE SENTIENT

How do conscious agents interact with services, and what does it mean for this to be
relatively safe or unsafe?

Iintend the term ’service’ here to capture the broad sense of the affordances or capabil-
ities granted by possession or access to an object, location, or contractual agreement with
an individual or organization.

In this sense every physical object that is a tool has a service as its metaphysical shadow.
A hammer provides a hammering service’, just as a tech company might provide a digital
service over the internet, e.g. email.

The nature of services, compared to other types of products or tools, makes them in-
herently tricky from a safety perspective. Consider how a service differs from the class of
“dispositionally stable tools’.

Suppose a user w reaches for a physical tool x, such sledge-hammer or a scalpel, a
microscope or a microwave, a violin or a voice-recorder, of course such an object does not
always have exactly the same total disposition profile.

At a particular time, in w’s hand, = has a particular profile of ways it will will respond
to x’s use, 1.e. a probability distribution of results. The way tool x serves user w 1is, speaking

precisely, what we define as a service version, s.

s =x(w, k) = Py(- | w, k) (18)

P,(T|w, k) is the probability of a specific episodic trajectory 7 given user w interacts with
s In use-case k.

Using - as a placeholder for episode 7, (18) denotes the distribution of probabilities over
ways the interaction could unfold.

However, this of course treats the tool as having a completely stable disposition profile
s, which is highly unrealistic for most tools. Even a hammer wears down with time. In fact,
the way s that a tool serves its users changes over time, describing a trajectory through the
S the space of all possible service versions, as the latent state of the tool evolves.

A physical tool like a hammer has a semi-predictable trajectory determined by the
chaotic forces of entropy, but the chaos 1s starkly limited by the fact that the hammer’s latent
state 1s more or less spatially intrinsic to the hammer: when you possess the hammer you
control it’s latent state.

Unlike a hammer, a commercially operated 1s a complex social and technological con-
struct. In the case of a digital, internet based tool like an email service, the service itself has a
latent state that reaches far out into the world and encompasses physical infrastructure and
social interactions potentially spanning the globe. A hammer cannot stop pounding nails

because you forgot to pay your subscription, nor can it be hacked by someone across the
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globe to suddenly become a screwdriver.
A use case indexes a partial condition (pﬁj, )\ﬁj) of a user’s latent state, that combines with
a user’s individual background state and other transient states they may be in, to comprise

the way they perceive and evaluate their world, as described in (2).

Danger: the expected harm of a service

The expected harm a service does to an agent in a given use averages the harm of the
episode over the episodes that service produces, where the harm of an episode accumulates
the momentary harms lived along it.

The harm of an episode is the accumulated harm (3) of Section II: at each turn ¢ an
experienced outcome oy, a history A, the engagement up to that point, and a weighted
surprise h,(0; | ht), summed along the unfolding,

The weight: A, (0 | hy) is the effective weight of (8) as it stands at turn ¢

Two things move along a trajectory: - each turn conditions on a longer history, and
the restriction above tracks it. - The second is the model itself: the counts rule (14) and the
responsibility rule (17) run between turns, so the pair at turn ¢ is the pair as revised by the
turns before it.

The conditionals in (3) are computed from the revised pair. Composing them gives the

agent’s model over episodes,
I7|

pu() = [ [ puwlor | he) (19)

a distribution over 7 built from the momentary one.
The chain rule that makes surprise additive over turns is exactly the logarithm of this
product; The process model is the momentary model plus its own dynamics, unrolled.
The expected harm a service does to an agent in a given use weights each episode’s harm

by how often the service produces it:

F,(s, k) = g Pyt |w,k) X Hy, (1) (20)
—_—— ——
TeT how often this unfolds how bad it is when it does

We can write this in a more compact way:

Fu(sik) = Erop(uwr | Ho(T)]. (21)

A measurement of P, is a measurement of a service version served at one time. The
user’s ability to safely interact with ”the same service” rests on a identity claim: that the

version the name resolves to is the version that was measured, s; = sy, or that its drift is
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at the service produces e, 2

F,, large

frequency / harm®

episodes T, arranged schematically

Figure 2: Expected harm, (20), is an inner product: each episode enters through its frequency
under P; and its harm under H,,, and the episode matters only when neither is negligible.
The service behaves one way, so there is one solid curve; the two agents place their harm in
different regions of episode space. For w; the curves overlap (hatched region, their pointwise
product) and F},, is large; for ws the harm peak stands where the service places almost no
mass, and [7,, =~ 0. The same service, producing the same episodes at the same rates, 1s
dangerous for one supported agent and benign for the other, which is why danger must be

indexed to the user w.

confined to a vague class of sufficiently coherent similar and/or better versions. Call this the

sufficient coherence condition for service identity.
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